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From Breach to Bankruptcy —
How the Terminal Impact of
Cyber Attacks is Accelerating

O Peter Cohen

The time it takes for firms to go out of business due to cyber attack is decreasing

Time to terminal impact

In 2000 it took ten years, in 2017 it took just eight months. In fact, since 2010 the
cyber attack ‘time to Terminal Impact’ (bankruptcy) has pretty much halved every

two years in a twisted inversion of Moore’s Law.
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Youbit (8 months to Terminal Impact)

2 heist worth $73 million. South
intelligence blamed North Korea for the breach, in line with other cyber attacks
carried out in the search of immediate currency to support its nuclear
programme in the face of extreme sanctions. Later that same year, in Decembe
Youbit deciared bankruptcy - the direct financial impact of the theft, combined
with extensive reputational damage, proved an impossible environment in which

to do business.
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An Assessment of the Risk of Service
Supplier Bankruptcies as a Cybersecurity
Threat

Abstract
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Cyberthreat resulting from Technology
Service Suppliers Filing for Bankruptcies

this cnvironment is cloud computing, which has revalutionised professional

throngh ’ g s well s significanly
businesses, financial institutions, healthears providers and goversment departments. Itis

pul offers

significant benefits. For example, major recent usage has widely arisen in the cantext of
home working in the wake of the Cavid-19 pandemic. One way in shich the cloud has been
impartant in this context is thraugh virfualized desktaps, shich can seamlessly enable.an
employee towark an a project both at home and in the affice. Exen before the pandemic.
cloud computing services ere increasing in importance, given their adapfabiliry and
scalability as well as other benefits, for example that software and artificial intelligence
functions can be accessed mare cheaply. The sealable nature of cloud services can also for
example enable big data analytics to be carried out much more cheaply than was previously
possible. Cloud stora o ity in some ways: alost datastick ot stolen
laptop no longe: enta nsive loss of data, since the content is now secusely stored in
e cloud sexvers [1]. As a result of Uese and other attzactions the public cloud sector hus

been forecast o grow by 6.3% worldwide in 2

I spite of its considerable benefits and wide usage, Use cloud computing sector is not always
propetly understood by those usivg it Tndeed, users nay offen not aliways sealise Uiat e
service that Uhey are using s provided via the cloud. Rather tren consisting of anything 25
elliercal as storage in a cloud in Uhe sky, 4s some users might cnvisage, cloud computing
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potential risk most plainly: ‘reliance on a relatively small number of companies has resulted

iin systemic risk for businesses using their services! Most obviously the failure of onc of the
leading service providers would present problems but cloud services can be provided by
complex arrangements of companies and risk are presented by smaller companies also. The
Europe Standards d that the bankruptey of a

eloud service provider would be ‘hazd to deal with!

Yetitis clear that there s potential for a cloud service provider to become bankrupt (8]. For
example, Fusion Connect Iuc. filed for Chapter 11 bankruptey protection in the US in 2020,
There have been other previous examples. Nirvanix filed for US Chapter 11 bankruptey
protection in 2013 and gave customers two weeks' 2 down [9]. Other
cloud providers which have gone out of business are Megaupload and MegaCloud, and the
UK example of 262, a data centre, which failed, leaving customers with expensive costs for

the recovery of their content (around €1 million or $1.3 million)

In the event of bankruptey of a cloud service provider, 4 customer will be faced with the
need to recover their content and to source an alternative provider of infrastructure,

software or platform.

There may be considerable practical difficulties both in relation to recovery of content and
the sourcing of an alternative provider. The recovery of large volumes of data is a slov
process. It may be that an alternative service is unavailable. This may render content
unzeadable. It may be that the business is closed before customers can recover their content
and make alternative arrangements, The insolvency office holder may req
customers to keep the business running while content s recovered. However, in an extreme
se a business may simply shut down and content will be lost. Problems for customers.
stem from difficulties not just of the cloud service provider itself - the service provider m
ave outsourced services Lo third party which shuts dows. Business astangements such as

these will 2dd levels of complexity fo the recavery of content from the cloud.

https://www.intechopen.com/chapters/74885
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Thete may be considerable practical difficulties botl in relation to recovery of content a
the sourcing of an alternative provider. The recovery of large volumes of data is a slow
process. It may be that an alternative service is unavailable. This may render conte
unreadable. It may be that the business is closed before customers can recover their content
and make alternative arrangements. The insolvency office holder may require funding from
customers to keep the business running while content is recovered. However, in an extreme
case a business may simply shut down and content will be lost. Problems for customers can
p difficulties not just of the cloud service provider itself - the service provider may
have outsourced services to a third party which shuts down. Business arrangements such as
these will add levels of complexity to the recovery of content from the cloud

The potential difficultie omers in recovering content from a cloud service provider

insolvency will be considered in more detail in part 5 below.
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5. A concise overview of bankruptcy possibilities and their

consequences

In the event that a cloud service provider gets into financial difficulties there are normally
two main formal insolvency possibilities that can be used to address the company’s inabil
to pay its debts. Most simply, the cloud service provider may be liquidated or it may be
reorganised, both of which procedures will be explained below. It must be added, however
that the procedures that apply in the event of insolvency are not international and they will
vary depending on the country in which the proceedings are opened. This presentsa
complication in the case of cloud service providers, which may have supranational affairs.
The proper venuie in which fo open insolvency proceedings may be unclear, although both
the US and UK are jurisdi developed insolvency f and which

both take fairly expansive approaches to jurisdiction to open insolvency proceedings [21, 22]

and it may be that these will be favoured as venues in cases where there is some connection
with the cloud service provider.

We can illustrate the main likely insolvency procedures and issues that may arise in this
context by reference fo those which aperate in the US and UK. As nafed, both of these

countries have well-developed insolvency laws. However, insolvency laws in other countrics

may be more limited and so may the infrastructure to deal with proceedings in respect of
insolvent cloud service providers, since courts may be over-burdened and lacking in
specialist expertise and insolvency professionals may lack experience and sometimes
integrity. Again, these factors may hamper efforts to recover content from the cloud since

there may not be a vehicle to support a managed closedown of the company’s affairs. Indeed,

the sophistication of the US and UK systems does not guarantee this steady closurc and
customers may lose their cloud content, infrastructure, platform or software,

https://www.intechopen.com/chapters/74885

4. Mitigation of the risk

e would be prudent az well to identify potential slterative zer
that the worst happens and selected provider can no longer offer the contr.

denying accez: to data or to critic

5 Liquidation

The process of liquidation is normally used to bring the affairs of an insolvent company to
an end, with an impartial trustee (in the UK a liquidator) being appointed to do thi
according to detailed procedures set out in laws. Examples a
and the UK Insolvency Act 1986, Part IV. This section will initially he United States

position before briefly examining the position in the UK. Clail

“hapter 7

computing services can potentially give rise to complexities in both

only be briefly touched upon.

The opening of Chapter 7 liquidation proceedings, an ac oduction to which can
be found at (23], will give rise to an automatic stay under 11 United States Code § 362
(hereafter to prevent creditors from taking action to enforce their claims and this
gives temporary protection to the debtor while the liquidation is carried out. This is however
2 time of vulnerability for customers since the trustee, when appointed, may not realise that
the company operates a cloud service on which customers depend and may fail to take steps
to ensure continuity of service, in particular since funds to do so may be

the trustee takes steps to continue ay lack specialist skil
operate a cloud service business and eep learning curve in ¢
business, combined with a lean staffing structure and high volume of communications from
concerned customers. Moreover, liquidation is not primarily a vehicle to enable ongoing
trading. In the US, the business may continue to operate if it is in “the best interest of the
estate and consistent with the orderly liquidation of the estate” under 11 U

might feasibly enable a temporary operation of the company to enable customer needs to be
attended to. There is a risk however that there may be insufficient funds to enable the trustee
to continue to operate the business for long enough to enable customers to recover theix

content and it may be necessary for customers to provide funds if this is to be done.
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may be lost. Simil. derations ap relation to software lices tomers
tomers in thi
n hts under the contract to the software and
embodiments, including source code. This does not h the liquidator to
perfor nsor’s obligations, dating the software, which can present
problems for customers unless and until a replacement provider can be found, or unless the
liquidator assigns the software to a third party capable of continuing service. Nor are all
cloud computing services arily protected by this provision, si have the
character of software licences, even SAAS contracts, since the customer does not necessarily

obtain a copy of the software, s/he merely accesses it online.

Ongoing trading in liquidation is also potentially difficult in the UK as similar issues will
arise. Under the legisl the liquidator of a company may continue to carry on busine:
so far as may be necessary for its beneficial winding up’, according to Insolvency Act 1986,
Sch 4, para s, but this does not guarantee that there will be ongoing trading or that any
period of ongoing trad | be long enough to enable customers to recover their
content and make alternative arrangements. Iin addition to the practical problems noted in
the liquidator is not obliged to honour customers’ service agreements and
the liquidator has powers under Insolvency Act 1986, 5 178 to disclaim unprofitable
contracts, which could include cloud service agreements. Where the customer benefits from
a software licence one possibility is that the liquidator will prefer to assign the software toa

third party, in which case this third party will normally be subject to the licence, see further
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This Chapter has provided a brief introduction to a threat to cybersecurity that has as
received only limited attention. The potential for cloud computing insolvencies is globally
significant, given the rapidly rising usage and value of content that is stored in the cloud.
Importance also arises from the growth of digital economies in many countries, including
developing count: and it would be desirable for domestic laws to pay attention to this
matter. The Chapter has discussed in brief how insolvencies in this sector might be ha

in the US and UK and has highlighted ,uuhlmw that would be faced by customers of
insolvent cloud service providers. Even these sophisticated jurisdictions do not presently
provide effective protection for cloud service customers. It is moreover doubtful that
domestic insolvency procedures alone will ever be A\duqu.\lu to address failures in this sector,

which is ional in nature. There is bly a need for disc: ataglobal level of

how cloud computing insolvencies can be addressed, and how improvements can be made to
the infrastructure to support this. There is also a need to identify if there are any other
complex areas of supranational technology that will have potential for significant impact of
insolvencies, since similar issues are likely to arise in other cases of service supply. This
Chapter has focused on cloud computing as there is here a clearly identified risk of
insolvency asignificant impact and a need for legislative attention to be paid. In the
longer term the development of robust laws to handle cloud computing insolvencies requires

collaboration between data scientists and insolvency lawyers and attention on a global scale

https://www.intechopen.com/chapters/74885



The Intersection of Cybersecurity
and Privacy Issues With Insolvency
Issues

In This Issue:, Cyber-U, Cyberuptcy: The Intersection of Information Security and
Bankruptcy. 41-6 ABLJ 20

41648 20,

Cyberisk during bankruptcy might be caused by the sharing of information by multple parties with distinctinterests.
across system configurations thal range from secured, collaborative data ransmisson

everyday unencrypted email exchanges. The more players at the table, the greater the risk to the confdentialty of
documents and artiacts, and possibly document integrity. Document production can be impeded if eDiscovery
systems are somehow compromised.

Before Distress

o arsce cdges that large comp y st sutiering @
attack, but insead suffer fnanc Joures, reputaional pacts and senir.

and stakehikdor Communicatons < be mesingd .
reterons imposed by e cybersec P o overed Before distress
ae damape 1t ofien reauts in the replacement of

When North Korean hackers (purportedly) took confidential dala om Sony Piciures in 2014, they acqured

personally identfiable information, emails and executive salary data. However, that paled by comparison 1o the

damage done by making public copies of then-unreleased fims, plans for future fims, and scripts — representing

future enterprise ['21] v ¢ oup e was that the attackers introduced a

wvac of tho Shamoct wiger et soordely reed Scn's conpulriraichmt, bl o runke
' tebuild of the entire IT environment, during which Sony Pictures was forced to revert to analog operations. In

December 2014, a Wall St Joual rice estmaled ihal he cost o Sony of the North Korean data breach
4c utmately exceed $ 100 millon, a figure with the potental to render many companies insolven

The 2019 arbcie's anslysi e hree nlale companies (hal ceased opratons ue i arge pr o yeas of
intetectual prop theft that destoyed enterprise va sy Networks and Solartorid. A
pemicious form of ,wuu P theft can happen in a single Large
insidious death. The theft of essensal IP destroys value by compromising the b
inisal - but not exclusive — oot cause of failure. IP theft brazenly impacts the ¢

In
Bankruptcy, 41-6 ABLJ ’0

g g e e SIS Tt e
companies. Smaller companses may view cyberprotection as an unaffordable kuxury rather than a core cost of doing adoptng mitgaton procedures and systems may el be incompasble Wit 3 company's abiy  operste
business. As a result, ignificant cyberevents can be the 100t cause of a failure that eventually leads to bankruptcy. ical example, consxder the U'S. defen:

Whde [P et ey romt I econorc damegee om wich lerge comparies can ecover ver e, the loes of x
computer syste data can cause the demse of some organizations. In 2019, Texas based steel stucture 1o protect nate e il et Gfechon o smaBerconeacor, unied i oppaion b new v
manutacturer Unked Sichures of Am was the victm of a ransomware attack that lef that amount 1o basic, sound cybersecurky
o paid the ransom, they were unable 10 decrypt the data, began a . o st cybersecurty e fom o R
d-down process and ulimately filed for bankruptcy : it weo e 0g enprhpsiyn-s e

However, not all companies are able or willng to acknowledge the extent of the risk, and in some cases the cos e st place My of thase small Gefanse convacirs at eset reasonatie. contro sk nslvency snould hey
dopling mibgabon procedures: and systems. may dself be mcompalbie wih a co abilty 1o op ackec, and they further jeopardize the prime contractors that depenc on them, and in some cases natonal
proftaty. As 8 pracica example, consider the U.S. defense mcusiial base, comprised of more than 3
companies, most of which are small secondary or tertiary subcontractors to large prime coniractors. The recent
imposibon of reasonable new contract acquistion and complance requirements for better cybersecunty, designed
to protect national defense, met with a material objecton from smaller contractors, united in o to new rules
that amount to basic, sound cybersecuriy.

For a chaptar 11 debtor, the process itsef creates risk in the areas of treatment rental data
unerance of data and applicaton servers on an ongong n

gata for use once e formal barkiupicy Case s (€s0ved of a plan 1 confirmed

age numbers of this. document may appear 10 be out of sequence; however, this
These small contractors took the position that cybersecurit is 100 expensive to implement. Not surprisingly, nation- pagnaton a 5 the pagnaton of the ongnal published documents | During bankruplcy, @ due-
state theft and compromse of data fom these sm3il companies was the poicy predicate for the new regulabons in once procees saacceted wih 8 sle nder §:963 o purssan 1 &l pically e that he Gobs ke
the first place. Many of these small defense contractors that resist reasonable controls sk insolvency should they confidential information available 1o potental sufors. In the pre-connected age, sellers woud set up physical data
be hacked, and they further jeopardize the pime contraclors thal depend on them. and in some cases national fooms conaining fle cabinets ul ofpape nformaton, a0d byers woud Vs hese foums inperson. Access was
secunty oty conrobed and ocuments gunéray wers not pered outsice e

For a chaplr 11 ek, the jocess Rl crete ik 1 he srsof ke nd prtecton o ekl Gt Comectvity and digtal access have fong boen a double-odged sword. By allowing polenbal buyers
e e e e e e target remolely, the e of potental buyers increasers. However, the act of making inormaton avaable over
P01 W o 0016 WA DEVGAT Co M 040 OC A Ao COnANed an inleret connecton greatly increases the risk of problems, incuxding confidentaity breaches. Electronic data
1o0ms or vatual data rooms have become the nor 1o acdress this r1sk, but deblors must be satished tha the
['86] [EDITOR'S NOTE: The page numbers of this document may appear 10 be out of sequence; however, this secury prlocls employed by the veder re adequsle. When sysems e being accessed ey
pagnaton accursely fefects he pagnaton of he Grgnal pUBISHEd Socuments | DuINg baNKTUEY, 8 due T'57) securty s only as good s the weakest connected system and the secury habi of users
aiigence process associated with a sale under § 363 of PUrSUANt 10 a plan typically requres that e deblors make

Furhermor, st and cces s, hich v Gl by e el o & 09t oien  vesiment
confidential information avaslable to potental sustors. In the pre-connected age, sellers would set up physical data A v

banker) must be set up caretuly 10 provide only the level of acces 5. readhwrie, eot, Gownload, elc
Access logs shoukd be scrutinized reguarly by the deblors’ advis de 1o morutor what informabon has been
Gownkoaded and by whom. It should go without saying that anyone accessing confidental data shoukd be bound by

ro0ms containing fle cabinets full of paper 3 buyers woukd isi these 100ms In person. Access was
tighty controlled, and docum eraly were not d outside the secure locaton

Connecty and ksl sccess have kg been 8 dovbo-edged surd. By skowkg pokecka buyers ® evaheke @ L R A L N A I LRI
‘tely, the unwerse of potental buyers ncreases. However, the act of making nformation avaiable over
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Another area that creates cyberaccess confidentialty risk and practical challenges is cloud storage. AS pe
computers became widely used, companies established centralized file servers and often appication servers,
generally located in a data cioset in the main office. The storage center is maintamed by company empioyees, and
backups might not be performed regularly and rarely validated, thus creating a risk of loss of data (and a false
sense of security, untl it s too late)
In respon:
e appivc
by furd party providers
While adding flexibilty for remote access to data and applications by employees and customers, reliance on doud
storage presents. parbcular challenges In a bankruplcy envronment Whie heathy, a
storage solution will have @ service contract with one or more such hosting companies,
of the data. These contracts, which can carry high monthly fees, typically permit the provider 1o cut off access to
data, and in many cases delete data, for nonpayment of bis. The coniracts are normaly executory in nature and do
ot easily permit secury negotiations.
To Accept or Reject the Executory Contract?
tin the case, whether upon the closing of a § 363 sale or confirmation of a liquidation or reorganization
e data provider will need 1o be assumed of rejected. Prior to making this decision, and cost
al that the relevant parbes thoroughly consider e fale of the data, whch may be
neaded by a buyer, a reorganized deblor or a post.confirmation rustee
For example, a financial advisor 10  qudatng trustee may have 1o figure out what data s where, i
accounting records, emai coespondence, general files (Word Excel spreadsheets, elc ) and ofher
business-related information. There may be a situation where the dedlors with hosts like Microsoft
and Amazon Web Services, and the successor chose not 1o assume these conlracts. Although ownership of the
dta migh rave be i Questin, i 4 becumes e propery of e lepabng tnsies n accoarcs wih I
temed plan, questons could arse mersh, ongong  costs. I a ot s ejected
hastiy, post.c

To Accept or Reject the Executory Contract?

At some point in the case, whether upon the closing of a § 363 sale or confirmation of a liquidation of reorganization
plan, the contract with the data provider will need to be assumed or rejected. Prior to making this decision, and cost
considerations aside, it is critical that the relevant parties thoroughly consider the fate of the data, which may be
needed by a buyer, a reorganized deblor or a postconfirmation trustee.

For example, a financial advisor to a liquidating trustee may have to figure out what data lies where, including
accounting records, email correspondence, general files (Word documents, Excel spreadsheets, etc.) and other
business-related information. There may be a situation where the debtors had contracts with hosts like Microsoft
and Amazon Web Services, and the successor chose not to assume these contracts. Although ownership of the
data might never be in question, if it becomes the property of the liquidating trustee in accordance with the
confirmed plan, questions could arise as to access, ownership, ongoing storage and costs. If a contract is rejected
hastily, post-confirmation fiduciaries could lose access to data that is critical to their pursuit of recoveries and could
be deemed negligent

Furthermore, simply assuming a contract is often not an option for a post-confirmation trust that is not generating
revenues, has limited initial funds generally, and is protecting its fiduciary duty to beneficianes by minimizing costs.
The existing data contract likely was written to accommodate the debtor's pre-filing business and may be both
onerous in operation and expensive to maintain

Post-Confirmation Preservation and Access.

Once upon  tme. mmedilely upon confimalon, e kadatng usie wod atange o physica ansir, o i
Fowa i oPRov o ¥ Y. 10 148 Skt gy derice Kom B Seos A o dtaconkr: &
information would be preserved o that i could be accessed for future libgation purpose: 1des emals
be a treasure trove of information in DAO iigation, and general ledger information that s critical for
ences, solvency and other financial transactions. Timing is also paramount here, as large hosting
an be slow to assist in the transition process, parbcularty  they know their contract is going to be (or
has been) rejected

Therefore, it is recommended that a liquidating trustee or financial advisor to a trustee (1) mm e
service provider contracts of the deblor, (2) identy data that should be preserved (remember, the rmation
ustee wil not be runing the ceblors wobsiles or business appications) (3) négokale Stk .,ml:ﬂl\-:!\'a of
settiements with the hosts 1o provide a window of continued access sufficient 1o download reievant data; and (4)
with IT specialists to download data and identfy an appropriate and cost-eflectve host for storage,
maintenance and access. In some cases, it may even be necessary to obtain court orders to prevent data hosts
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firom taking action that jeopardizes the data, though with proper, thoughtful pre-confirmation planning, this should be
avoidable

In This Issue:, Cyber-U, Cyberuptcy: The Intersection of Information Security and
Bankruptcy, 41-6 ABLJ 20

To accept or reject an executory contract?

Post-confirmation Preservation and Access

settiements with the hosts to provide a window of continued access sufficient to doanload relevant data; and (4)
work with IT specialists to download data and identify an appropri e
maintenance and access. In some cases, it may even be necessary to obtain court orders 1o prevent data host

Page 5of S
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from taking action that jeopardizes the data, though with proper, thoughtful pre-confirmation planning, this should be
avoidable

Conclusion

In this era of over-reliance on connected systems and virtual storage, businesses must be acutely aware of the
risks posed by such connectivity. Failure to properly prolect and secure cyber-related assets can be a direct
(ransomware and system freezes) or indirect (data breach habiity) cause of financial distress, destruction of
economic value, and even business failure. The bankruptcy process iself creates additional exposure, from making
private, confidential or strategic information available to a wider audience, and from making such data available
over a remote communication system. Finally, how and where a company's data is stored creates hurdies for the
preservation and access of information that might be critical in the post.confirmation period.
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How law firms can comply with ethical obligation
to obtain a secure environment

NEW YORK STATE CLE PROGRAM RULES
22 NYCRR 1500.22
Section 1500.22. Minimum Requirements
Currentness
<Section effective July 1, 2023. See, also, section effective until July 1, 2023.>

(a) Credit Hours. Each attorney shall complete a minimum of 24 credit hours of accredited continuing
legal education each biennial reporting cydle in ethics and professionalism, skills, law practice
management, areas of professional practice, diversity, inclusion and elimination of bias, or
cybersecurity, privacy and data protection, at least four (4) credit hours of which shall be in ethics
and professionalism, at least one (1) credit hour of which shall be in diversity, inclusion and
elimination of bias, and at least one (1) credit hour of which shall be in cybersecurity, privacy and
data protection.

Attorneys may apply a maximum of three (3) credit hours of cybersecurity, privacy and data
protection-ethics to the four-credit hour ethics and professionalism requirement

Ethics and professionalism, skills, law practice management, areas of professional practice,
diversity, inclusion and elimination of bias, and cybersecurity, privacy and data protection are defined
in § 1500.2

Develop and Implement a Comprehensive Information Security Program

To comply with their legal, ethical, and contractual obligations to protect client data, law
firms should implement an overarching information security program documented in written
information security policies

The written information security policies should include measures to identify and address
internal and external risks to information security.

However, before developing an information security program, law firms should.

Identify applicable laws or other legal obligations, including those imposed by
contract.

Review, choose, and adopt industry standards and best practices.

Determine whether to publish a single information security policy or multiple
policy documents.

Examine how the law firm's culture and characteristics may affect policy
decisions and effectiveness.

Consider engaging one or more independent third-party auditors or assessors to
help identify their data security risks

hitps://content,next westlaw.comypractical-law/document/IcS6d205834d911¢89b099c0cc06¢73 1/Attomeys:-Ditiss:1o-.
ProtectClientData?viewType=Full Texi&originationContext=document&transition Type=Documentltem&ppeid=17454c1138
fddcf8a47309a87debe32f&contextData=(s¢, DogLink)

Train the attorneys about cybersecurity

91323, 1:13PM Attomeys' Dutes to Protect Client Data | Practical Law

Attorneys' Duties to Protect Client Data
Maintained + USA (NationalFFederal Related Content

discussing atiomeys’ obligations to protect client data against security breaches under ethical rules, federal laws including the Health

ity and Accountabilty Act of 1996, as amended (HIPA), and Gramm-Leach-Bliey Act (GLBA), and state data breach notficaion
and information security laws. It also discusses the potential appiicabilty of the EU General Data Protection Regulation (GDPR) to law fims. This Noto
provides guidance for law firms and attomeys on how to comply with their obligations to protect client

https://content next. westlaw.comy/practical-law/document/Ic56d205834d911e89bf099c0ee06¢ 73 1/ Attorneys-Duties-to-Protect-
ClientData?viewType=Full Text&originationContext-document&ransitionType=Documentltem&ppcid=T7454c1 138 fd4cBad 730
9a87debe32f&contextData=(s¢.DocLink)

Developing comprehensive information security policies and programs help law firms to:

Establish information security as a core value.

Formulate clear rules for using and protecting Pll and other sensitive
information.

Provide a basis for training and ongoing awareness building efforts.

Foster communication among employees and the information security team.

https://content next. we!lhw . com/practical-law/document/Ic56d205834d911¢89bf099c0ee06¢731/Attorneys-Dutie
ProtectClientData?view Type~Full Text&originationContext-document&transitionType=Documentltem&ppeid-=f7454c1138f
d4cfB8a47309a87debe32f& contextData=(s¢.DocLink)




Invest in Data Security Controls and Procedures

Law firms should invest in data security controls and procedures to prevent and detect
cyberattacks. These include the most up-to-date IT protection measures, for example:

Maintaining a current asset inventory for all computer and network hardware
and software.

Using secure configurations.

Monitoring vulnerability reports and applying the latest security patches.
Granting access only to those with a demonstrated business need to know.
Protecting all passwords and other access credentials.

Encrypting important or sensitive data and personal information.

Using current anti-virus software and other measures to protect against
malware.

https://content next, westlaw,com/practical-law/document/Ic56d205834d911¢89bf099c0cc06¢73 1/Aftomeys-Duties-to-Protest-
ClientData?viewType=FullText&originationContext=document& ransitionType=Documentitem&ppeid=F7454c1 1 38fd4cfBad7
309a87debe32f&contextData=(sc.DocLink)

Rules of professional conduct

Legal Knowledge and Skill

[1) In determining whether a lawyer employs the requisite knowledge and skill in a particular matter.
relevant factors include the relative complexity and specialized nature of the matter, the lawyer's
general experience, the lawyer's training and experience in the field in question, the preparation and
study the lawyer is able to give the matter, and whether it is feasible to associate with a lawyer of
established competence in the field in question. In many instances, the required proficiency is that of
a general practitioner. Expertise in a particular field of law may be required in some circumstances.
One such circumstance would be where the lawyer, by representations made to the client, has led
the client reasonably to expect a special level of expertise in the matter undertaken by the lawyer

[2) A lawyer need not necessarily have special training or prior experience to handle legal problems
of a type with which the lawyer is unfamiliar. A newly admitted lawyer can be as competent as a
practitioner with long experience. Some important legal skills, such as the analysis of precedent, the
evaluation of evidence and legal drafting, are required in all legal problems. Perhaps the most
fundamental legal skill consists of determining what kinds of legal problems a situation may involve,
a skill that necessarily transcends any particular specialized knowledge. A lawyer can provide
adequate representation in a wholly novel field through necessary study. Competent representation
can also be provided through the association of a lawyer of established competence in the field in
question

https://www.nycourts.gov/ip/judicialinstitute/transgender/220E. pdf

Building security into applications and systems using security by design
principles.
Testing mobile apps, websites, and devices to identify and address potential
privacy issues and security lapses.
Developing, implementing, and maintaining sound network security architecture
and conlrols such as:

firewalls;

network segmentation;

intrusion detection and prevention services; and

data loss (data leakage) prevention software.
Mom(onng and managing log files to detect security incidents.
Monitoring activities and procedures of third-party contractors with direct or
remote access to the company's network and computer systems
Performing network scans to assess vulnerabilities.
Monitoring activity on the network.

cony/practical-law/document/IcS6d205834d911¢89bf099c0ec06c731/, Protect-
ype-Full Text&orig t=-document&ransitionType=Documentiteméppc isicl 138 lctiad 309
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Rules of Prof. Con., Rule 1.1 McK.Consol.Laws, Book 29 App.
NY ST RPC Rule 1.1
Rule 1.1. Competence
Currentness

(a)A lawyer should provide competent representation to a client. Competent representation requires
the legal , skill, and necessary for the
representation

(b) A lawyer shall not handle a legal matter that the lawyer knows or should know that the lawyer is
not competent to handle, without associating with a lawyer who is competent to handle it.

(c) Alawyer shall not intentionally:

(1)fail to seek the objectives of the client through reasonably available means permitted by law and
these Rules; or

(2) prejudice or damage the client during the course of the representation except as permitted or
required by these Rules.

220E.pdf

[4] A lawyer may accept representation where the requisite level of competence can be achieved by
adequate preparation before handling the legal matter. This applies as well to a lawyer who is
appointed as counsel for an unrepresented person.

Thoroughness and Preparation

[5] Competent handling of a particular matter includes inquiry into and analysis of the factual and
legal elements of the problem, and use of methods and procedures meeting the standards of
competent practitioners. It also includes adequate preparation. The required attention and
preparation are determined in part by what is at stake; major litigation and complex transactions
ordinarily require more extensive treatment than matters of lesser complexity and consequence. An
agreement between the lawyer and the client may limit the scope of the representation if the
agreement complies with R

https://wyww.aycourts gov/ip/judicialinstitute/transgender/220E. pdf




Retaining or Contracting with Lawyers Outside the Firm

(6] Before a lawyer retains or contracts with other lawyers outside the lawyer's own firm to provide or
assist in the provision of legal services to a client, the lawyer should ordinarily obtain informed
consent from the client and should reasonably believe that the other lawyers' services will contribute
to the competent and ethical representation of the client. See also R 2 (allocation of authority),
1.4 (communication with client), 1.5(g) (fee sharing with lawyers outside the fim), 1.6

ty), and 5.5(a) practice of law). The reasonableness of the decision to
retain or contract with other lawyers outside the lawyer's own firm will depend upon the
circumstances, including the needs of the client; the education, experience and reputation of the
outside lawyers; the nature of the services assigned to the outside lawyers; and the legal
protections, professional conduct rules, and ethical environments of the jurisdictions in which the
services will be y relating to confidential

[6A] Client consent to contract with a lawyer outside the lawyer's own firm may not be necessary for
discrete and limited tasks supervised closely by a lawyer in the firm. However, a lawyer should
ordinarily obtain client consent before contracting with an outside lawyer to perform substantive or
strategic legal work on which the lawyer will exercise independent judgment without close
supervision or review by the referring lawyer. For example, on one hand, a lawyer who hires an
outside lawyer on a per diem basis to cover a single court call or a routing calendar call ordinarily
would not need to obtain the client’s prior informed consent. On the other hand, a lawyer who hires
an outside lawyer to argue a summary judgment motion or negotiate key points in a transaction
ordinarily should seek to obtain the client’s prior informed consent

hitps://wyww.nycourts. gov/ip/judicialinstitute/transgender/220E.pdf

ARTICLE: Law Firm Cybersecurity: Commensurate with Capital
2017/2018
Reporter
1TEX.J. L. & TECH. 69

Length: 26539 words

Author: Benjamin Bolin

In an age of digital crime, law firms are looking for solutions to protect their clients' data.
However, traditional on law fim have failed to recognize the
solutions necessary are commensurate with a law firm's size. Current standards for attomey
client privilege explain lawyers must take reasonable measures determined by the amount of
resources available. Neglecting to recognize the relationship between resources and solutions
can lead to liability and inefficient spending. This comment drscusses a tull picture of the
cybersecurity landscape for law firms, explicitly
and threats to law firm cybersecurity. Then, the piece mncludes by dividing new and old
cybersecurity solutions by the size of a law firm. This comment projects to establish a new
standard in cybersecurity discussions.

a. Professional Responsibility

Professional responsibility expects lawyers to keep client information confidential while
adopting new However, the data be secured by "reasonable measures"
leaves much to be desired.

The American Bar Association (ABA) Model Rule 1.6 requires confidentiality of information.
26Subsection () requires reasonable measures to prevent unauthorized access.
207Factors to be include the of the data and the laws
that seek to protect it. 208A client may require even further standards or, alternatively,
consent to poor security communication methods. 209As a lawyer tries to meet these
expectations, Model Rule 1.1 requires  [*75] attorneys provide competent counsel to their
clients. 210This compe(ence can ex(end to "the benefits and risks associated with relevant
technology.” 211And, if data is Model Rule 1.4 attorneys
tell their clients. 212

Many states have weighed in on the cybersecurity requirements set by the ABA Model Rules
by various means. In North Carolina, for example, the rules have been amended to require
lawyers to stay up-to-date of "the benefits and risks associated with the technology relevant to
the lawyer's practice." 213North Carolina then uses similar language to ABA Model Rules
requiring attorneys make reasonable efforts to prevent unauthorized data breaches.
2Florida, instead of making changes to its rules of professional conduct, supplements them

[7) When lawyer from more than one law firm are providing legal services to the client on a particular
matter, the lawyers ordinarily should consult with each other about the scope of their respective roles

and the allocation of responsibility among them. See R ). When allocating responsibility in a
matter pending before a tribunal, lawyers and parties may have additional obligations (e.g., under
local court rules, the CPLR, or the Federal Rules of Civil Procedure) that are a matter of law beyond
the scope of these Rules

[7A) Whether a lawyer who contracts with a lawyer outside the firm needs to obtain informed consent
from the client about the roles and responsibilities of the retaining and outside lawyers will depend
on the circumstances. On one hand, of a lawyer retains an outside lawyer or law firm to work under
the lawyer's close direction and supervision, and the retaining lawyer closely reviews the outside
lawyer's work, the retaining lawyer usually will not need to consult with the client about the outside
lawyer's role and level of responsibility. On the other hand, if the outside lawyer will have a more
material role and will exercise more autonomy and responsibility, then the retaining lawyer usually
should consult with the client. In any event, whenever a retaining lawyer discloses a client's
confidential information o lawyers outside the firm, the retaining lawyer should comply with Rule

8] To maintain the requisite knowledge and skill, a lawyer should (i) keep abreast of changes in
substantive and procedural law relevant to the lawyer’s practice, (ii) keep abreast of the benefits and
risks associated with technology the lawyer uses to provide services to clients or to store or transmit
confidential information, and (iil) engage in continuing study and education and comply with all
applicable continuing legal education requirements under 22 N.Y.C.R.R. Part 1500.

htps://www.nycourts.gov/ip/judicialinstitute/transgender/220E pdf

Today, law firms are becoming the new target for theft of intellectual property, business
secrets, and confidential information. Cyber attackers realize law firms can house significant
stores of sensitive client information. These same attackers have also discovered the legal

has weak . These threats  [*73] pose significant challenges
for law firms, as they seek to keep chem information confidential, but accessible. The basic
challenge to law firms includes with of security as
demanded by statute. However, no one solution fits every law firm. Resources vary depending
on a law firm's size, and security vary on their total risk.
Discussions of solutions for law firms need to keep this essential fact in mind. The problem is,
no discussion of law firm cybersecurity discusses both the full picture of cybersecurity and
solutions departmentalized by the size of the firm. 204

In an attempt to fill this void, this piece will present and intersect four sets of knowledge: first,
what the current standards are for law firms including their professional responsibility
requirements and statutory obligations; second, who attacks law firms and why they are
attacked; third, the liability law firms face; and fourth, solutions for law firms. The first three
sections present the full picture of cybersecurity from hacker to statute. The conclusion, the
fourth section of this piece, presents a breakdown of cybersecurity solutions for small, medium,
and large law firms, using current standards, hacker motivations, attorney liability, and resources
available as a guide for digital protection.

with an advisory opinion to stress the importance of cybersecurity. 215Many more state bar
associations have issued similar comments and opinions. 2160ther states rely on
progressive interpretations of the  [*76] already exnsnng language; for example, Missouri has
none of the language from Model Rule 1.1. It may, however, be read into the rule
because it requires knowledge and skill in changes of the law and its practice. 218 jke the
states above and the ABA Model Rules, the Missouri Model Rules also require reasonable
precautions to ensure confidentiality. 219Each of these rules and opinions display at least a
ccommon requirement of reasonable measures for data security.

In sum, many states and the ABA require attorneys to embrace new technology and take
reasonable measures to ensure data security. The reasonable measures standard calls upon
lawyers to balance the sensitivity of the client data against the laws in place to protect the
information. 220This balance can be difficult and subjective because the line between
reasonable and unreasonable can be blurred. For example, an attorney has "Class A" and
"Class B" security provisions for case data. Class A security is used for high-risk cases, so the
data is encrypted and access by phone is prohibited. Class B security is used for low-risk cases,
so the data is unencrypted and may be accessed on any device. Where do medium-risk cases
go? Using Class A security, medi receive more ion than they deserve;
but using Class B they do not receive enough. Perhaps the ABA wants attorneys to be
conservative with protection of user data. This example also displays how an attorney is forced
to compare risk and make a subjective determination as to what level of security is appropriate.
There are many more situations in which the line between using [*77] different security
measures would be unclear.




b. State Statutes

In addition to i , some state statutes have more stringent
requirements. For instance, some states raqulre nolmcanon within short timeframes if client data
is breached. 22'While a minority of states require specific data security measures, some
states' requirements can include encrypting all records and training employees.

Forty-seven states have statutes governing data breach notification, which apply to law firms
who store client data. California enacted the first notification law in 2002, and many states
followed suit 243California, like most other states, requires entities who hold personal
information about their clients to notify them upon discovery of a data breach without
unreasonable delay. 24Although most states require notification, many statutes vary
widely on issues such as the timeframe in which you must notify a«ecled persons, civil or

IV. LAW FIRM LIABILITY: A SUMMARY

After identifying the standards for law firms and who cyber attackers are, the next and greatest
challenge is to acknowledge the liability present in law firms. Law firms are prime targets
because they tend to have the weakest security measures for very valuable and personal
information. Moreover, liability for cyberattacks will only increase as insurance coverage falls.
wealth and seek to disrupt).

[*85] a. Why Law Firms?

Cyber attackers target law firms because of the high volume of data and the low level of
security. Law firms do not have the same level of resources that large companies have to
secure client data. This means that firms are the weakest link in the information security chain,
and thus low-hanging fruit for hackers. This situation is a result of the balancing act inherent to

criminal penalties, and notification of law enforcement. 225Some states impose
[*78] strict liability for failure to notify. 226Additionally, some states set a capped penalty
for failure to notify, while others use a calculation. 22States like Missouri have created a
“"safe harbor” for data breach notification if the data was encrypted. 2

the practice: weighing security against adoption of new technology. 22

Hackers attack law firms for their valuable information. As established in the previous sections,
a hacker's main motivation is economic or political. These motivations carry over in the attack of
law firms—especially given the amount and type of sensitive information in their networks.
23A law firm inherently deals with sensitive and personal information. Attorneys are also
privileged with publi from hether that be a lawsuit, merger, or
business secret. Much of this personal information is stored digitally in a network. A firm's
network may contain information about a very large number of clients. Hackers seek non-public
information on mergers and acquisiion deals to get an advantage on the stock market.
254State actors seek the information to undermine America's long-term competitiveness.
285Inherently, law firms are a digital [*86] treasure trove of valuable client information.

A handful of states have enacted laws requiring data security standards to protect personal
information. 29These state laws protect against data breaches and require businesses to
and maintain security similar to the requirements set for

attorneys by the ABA model rules. For example, Massachusetts data privacy regulations are
very comprehensive. 20The statute requires every "person" or entity holding or

b. Recent Attacks: Examples

A discussion about recent data breaches may help put into perspective why law firms are
attacked. At least 80 percent of the top U.S. law firms have had their security breached by cyber
attackers. 274 [+g8) ding to a 2012 report 137 events from 2009-2011, the
average cost of a data breach was S 3.7 million. 275A Ponemon Institute report displayed
the average cost of cybercrime for retail stores in 2014 was $ 8.6 million per company, which
represented a double in cost from the previous year. 21

Cyber-security options for law firms based on law

The following true examples of cyberattacks illustrate why the liability law firms face is ﬁr[n S1Z¢e
paramount. In 2010, the law firm Gipson Hoffman & Pancione saw their employees were
receiving social engineering emails that were coming from spoofed email addresses carrying
malware that could compromise the firm's security. 2771t was later discovered that the
attacks emanated from China 278The cyberattacks methodology of using spoofed email
addresses is known as "spear phishing," which is a common way to gain access to a network.
21Spear phishing uses emails that intentionally appear to be coming from colleagues but are
actually fake. Fortunately, in this case, technology-aware auorneys recognized the emails as
potentially dangerous and the malware was not released. *

a. Training

Training can prevent many cyber threats. In fact, the above discussion of the Gipson Hoffman
& Pancione breach showed how training can be the last line of defense for a firm. In that
situation, malware was prevented from entering the firm's system when trained lawyers
identified dangerous materials. Past any or all security measures the firm may have had, well-
trained lawyers stopped the threat. Trained attorneys can also help halt internal threats. During
the ABA Techshow in 2014, security experts highlighted a survey that forty-one percent of IT
security professionals regard "rogue” employees as a major security threat 291A study by
Verizon found that a company's Iegal department is much more likely to open phishing emails
than all other 22As inthe Recent Attacks section, these social
engineering tactics are a mainstay of hackers. Ransomware is another malicious program that
requires similar social engineering of employees. Despite how important training can be to the
security of a law firm, in the 2016 ABA Legal  [*93] Technology Survey, thirty percent of
respondents believed their employers offered no technology training: 23hardly better than
the 2015 Legal Technology Survey. 2%4For small firms, specifically, training is even less
likely. Forty-five percent of solo practitioners and thirty-five percent of law firms with two to nine
attorneys have no technology training program. 2%The solution to many threats both
internal and external, is training. The ABA Cybersecurity Handbook asks firms to foster a
culture of training 26

How small law firms can protect themselves from
cyber attacks




i. Educate on the current ity threat

Trained attorneys will be on high alert for malware, spear phishing, and pesky social
engineering tactics. Educate attorneys on protective measures in place to prevent attacks.
Attorneys are already required to provide competent counsel, extending to benefits and risks in
technology. 297This requirement includes internal firm standards not to use external USB
drives, or how the security software at the firm actively prevents cybersecurity breaches. The
ABA C: ; believes of pany policy and security measures
can help attorneys negotiate contracts against unreasonable data security language. 2

[*94]ii. Educate attorneys to use strong unique passwords.

Attorneys should also be trained--if not required--to change their passwords to email, their
computer, and their phone fi . Having an fecti on devices can leave
someone dangerously exposed. 2%The passwords created should use combinations of
symbols and letters or even phrases. 300If firm employees cannot remember their
passwords, train them to use programs like KeyPass, Password Safe, or other password
programs, some of which are free. 301Further, passwords and authentication are a
standard set by the FTC for companies handling client data. If attorneys use no form of
authentication, FTC guidelines require they change or face litigation.

[*95] b. Security Software

Security software is the biggest protection a small law firm can have. The 2015 Solo and
Small Firm Technology Guide recommends internet security suites that give much more
functionality at a lower price than individual software recommendations. 305The book does
not recommend targeted protection, such as antivirus software, claiming it is not sufficient to
keep systems protected. *eEnterprise versions of security software suites can be the best
protection against an individual hackers tools: spam, viruses, malware. %7The tools in
these suites can include firewall management and secure file sharing (like Workshare). Most
software, like Kaspersky, even includes functions to change settings on laptops once an
employee leaves with the device. bad

Security provisions should also be implemented on mobile devices such as phones. At
minimum, phones should have a password, and have some means of remotely wiping the data.
3%The FTC requires devices, even cellphones, be secured. *1°8oth iPhone and Android
have either built in software or apps to wipe and track these devices. It is also recommended
firms use more secure phones, like Android and Blackberry, which are more capable of using
security [*96] software. m

ncryption

Encryption is probably the most inexpensive and effective form of protecting client data.
Encryption is a formula that transforms computer data anyone can read, into data only those
with a password can read. 315Both Windows and Mac computers with enterprise licenses
have built in encryption software. Once [*97] implemented, hardware like laptops, hard drives,
USB drives, and more can only be accessed by those that know the password. Encryption can
also be used to protect data in motion, such as over wired or wireless networks, including the
internet. 316Firms can encrypt their phone lines too, making conversations with their clients
secure and confidential.

Encryption is so powerful that the FBI Director James Comey has been lobbying to gain
"backdoor" access to encrypted data. 317However, encryption is only as effective as the
password used, so firms should push for training their employees on effective password
management. Encryption is also available on phones. The 2015 Solo and Small Firm
Technology Guide recommends using Android or Blackberry because their software architecture
is much more ive to encryption i are always with us
and susceptible to being lost or stolen. Encryption is one effective mechanism to protect the
history of phone calls made to that client, and the search on LexisNexis for that case.

If client data is compromised, encryption provides a "safe harbor" in some states. 9fa
state has "safe harbor" laws, then so long as the data is encrypted, law firms do not have to
notify their clients of the breach. However, Model Rule 1.4 requires notification regardless.

Educate attorneys to update their computers. Non-state and individual hackers make use of
security exploits in older versions of software. Updating software and applications closes those
security holes!

Education extends past ys to include 5 and anyone employed by
the firm. Any weak link in the chain of cybersecurity can cause a breach of data. To ensure the
is p 1sive and firms must require new lawyers, and established

attorneys, to complete data privacy and data security training programs. %2The American
Bar Association now offers a series on cybersecurity which comes with its own certification at

the end of the program. e3Alternatively, small firms can look for free resources and videos
online. 04

c. Notification Laws

Small firms must also ensure their compliance with state data notification laws. Forty-seven
states have laws governing data breach notification. 312Despite state data breach
notification laws, Model Rule 1.4 mandates attorneys tell their clients if data is breached.

313The only question to a small firm therefore is, when must | notify my client? Small firms can

easily research their state standard and adopt policies accordingly.

Firms could also add the ) law to their p . A firm should be aware
of not only the timeline in which notifications must be made, but also the level of data breach
necessary in order to justify notification. If a small firm has clients across multiple jurisdictions, a
firm can more easily adopt the most restrictive standards.

[*98] e. Bring Your Own Device Policies

For a small firm, bring your own device can be both a blessing and a risk. Bringing your own
device allows attorneys to use software and services their firm does not provide for them.
However, an attorney can expose a firm to a host of new malware and viruses when they bring
heir device within Wi-Fi signal of the firm. 320But attorneys want and sometimes need to
ake their materials home or away from the office. @

Bring your own device policies need to be managed to account for the added risk. Current
standards resoundingly ask for "reasonable measures" for a firm, accounting for the risk of the
material. The risk phones pose to personal information is great, but is it enough to outweigh the
benefits? The best provision would be to eliminate bring your own device provisions and present
attorneys with dedicated devices for work. Such a provision would allow a firm to implement
Ispecific security measures on all devices, and ensure compliance with policy. However, this can
be a major expense for small firms.




f. Written Plan & Policy

If a firm does not have a plan for security breaches, or a written policy on computer use, get
one. A written policy for a small firm can provide guidance to attorneys and prevent potential
problems. A written policy can be more effectively taught to other attorneys in the firm. It also
provides a standard to which everyone is held accountable. If one employee creates a
cybersecurity threat for breaking the written policy, they may be reprimanded accordingly. A plan
also requires the firm to consider potential threats proactively, bringing cybersecurity to the
forefront of a firm's mind. A written plan further helps a firm comply with FTC standard of
addressing security vulnerabilities.

g. Small Firms: A Conclusion

Small firms are in a tough spot when it comes to  [*99] cybersecurity. They face the same
threats as a large firm, but with less resources. Solutions like encryption, written plans and
policies, managing bring your own device provisions, notification and training are simple, and
mostly inexpensive solutions to a firm's needs. This starting point for small firms provides nearly
comprehensive protection from threats and liability.

Medium firms ought to hire information technology expertise and purchase cybersecurity
insurance. Combined, these provisions will offer tailored advice on how to better secure client
information and protect a law firm's bottom line from liability.

a. Information Technology Expertise

Medium firms should seek out information technology expertise. Law firms are already mining
for cybersecurity lateral hires, in the wake of clients seeking better security protection.
322Whether a firm chooses to hire, contract, or consult an information technology specialist, the
expertise they can offer is incredible. More than this paper can offer, an expert in the field can
make specific assessments of risks and solutions for any size firm. However, these services
usually [*100] come at a high rate, and may be precluded from some medium firms.

b. Cybersecurity Insurance

Cybersecurity insurance is an effective but expensive solution for medium-size law firms. As
law firms become increasingly liable for data owning would
protect against losses from the inevitable cyber incidents, including business interruption,
network damage, and data breaches. 323For now, cybersecurity insurance can be

btained--in some th few , perfect for a medium firm. Currently, premiums
and limits are determined using point-in-ti risk Tt 32¢However,
this method may change as insurance companies strengthen their minimum cybersecurity
standards. 32

Large firms have many more employees and data to secure. They are expected to not only
monitor the security of all of their attorneys in many departments, but also store their data
effectively. No wonder the "likelihood of data breach increased to 50% among companies with
more than $ 4 billion dollars in revenue." 326Large firms, however, have more resources
for cybersecurity solutions. They can afford premium security suites, professional technology
training, and can spend more time planning for the inevitable cyber breach. In total, law firms are
spending as much as 1.9% of their gross annual revenues--seven million dollars per year--on
information security. 327

[*101] For large firms, the previous sections look very similar but with more effective means.
Large firms can conduct training with p video or the firm's IT
Notice can be a difficult subject for large firms, as they must reach clients in multiple jurisdictions
with different laws. In those cases, where jurisdiction is across multiple states or countries, large
firms should follow the lead of large corporations and comply with the most stringent standards.

Large firms may go above and beyond small and medium firm provisions to keep secure their
clients' data. The term "may" is used here willingly, as no amount of policy or statute can
demand the provisions below. Rather, the provisions described are more ethical obligations, or
good practice, than mere compliance with broad standards. However, clients may expect--or
demand--the following provisions.

How medium sized law firms can protect themselves
from cyber attacks

How large law firms can protect themselves from cyber
attacks

a. Cybersecurity Alliance

Large law firms have the new opportunity to join a cybersecurity alliance. A cybersecurity
alliance is a venue for firms, banks, and other companies to share information about cyber
threats and develop defenses and best practices to prevent them. 328|n fact, 82% of
businesses with high performing security practices collaborate with other businesses to grow
their i 325G in the Midwest have created their own
alliance called the Midwest Cyber Security Alliance (MCSA). 3301t recently held a micro-
conference  [*102] in Saint Louis, Missouri, bringing in IT experts, attorneys, government
agents, and more to collaborate on this tough subject. 331There is also the National Cyber
Security Alliance (NCSA), composed of many businesses from across the nation.
332Gecurity alliance membership is a great venue for large firms to meet, share, and learn best
practices to defeat cyber threats.

Recent legislation aims to aid such alliances. The Cybersecurity Information Sharing Act
(CISA), passed by the U.S. Senate in October of 2015, allows the government to share its
security i in these di ions. 3The legi: 1 also allows big companies to
share cyber threat data with their competitors without antitrust litigation. 34




b. Full Reports

Large firms should explore paying information technology specialis(s to proactively prevent
attacks. Wall Street banks already pay information to dig into
online forums to see how their brand and information is abused 3%5For instance, banks
hire companies like Black Cube that search the "deep web" for data on their client. 3%The
company essentially befriends potential enemies before a cyberattack. 337Black Cube then
shares the [*103] cyber attackers' intent, information, and means with their client.
338Sometimes, once Black Cube has enough information, they turn in the hacker to the
authorities. 339Another company, Fox-IT, was even able to get the source code to a new
malware program from similar work and share it with their clients. 340For a law firm, paying
for the information available on the deep web can provide a full picture of cybersecurity and
proactively prevent future attacks.

d. Lobby for Standards and Laws

Large law firms should also lobby for more effective and efficient laws to combat cyber
attackers and educate lawyers. The government's sla(u(ory laws need the input of law firms in
order to better address and set a standard for the legal community.
One statutory solution to combat cyber criminals is to increase the punishment for cybercrimes.
The EU in 2013 harsher ies to 344The US sought to do the
same with the Deter Cyber Theft Act of 2014. *SHowever, harsher penalties for
cybercrimes have done little to deter cyber criminals. *6Large firms should instead lobby
for a more effective means to discourage cyber criminals. 37Large firms should lobby for
solutions that give law  [*105] enforcement more tools to find and arrest criminals, including

funding to promote such programs. 8 arge firms could also educate lawmakers on the
legal industry's relationship to cybersecurity, as the American Bar Association Cybersecurity
Handbook recommends. 349Being a part of the conversation on these laws can ensure
that firms can take reasonable measures to secure their data.
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c. Standardized Certification & Frameworks

Large firms could also seek out ication and In recent years,
several standardized certifications have been passed that allow a firm to stand out from its
competitors. As clients continue to the i of ity at their law firm,
these certifications are a great way to prove a firm is meeting a certain standard of security.
However, these certifications require time, money, and expertise not usually available for small
or medium firms. The below is a framework and certification to consider.

The National Institute of and Te for C! (NIST) is one
type of standardization framework that is possible for law firms. 3“The NIST framework is
great for large firms that are still making big strides to secure their information. The framework
divides cybersecurity protection into four tiers. The tiers can be used to identify where a
business is in terms of security, and where they can go. 342Major provisions of the
standard  [*104] include assessing major threats, continuously monitoring those threats, and
implementing certain provisions to correct each threat. An added benefit of the NIST framework
is it highly encourages collaboration between other participants. As a result, a firm can learn
from others who have attained the certification.

The { O ion for (ISO) has its own set of standards called
ISO 27001 Certification. As described above, Shook, Hardy, & Bacon recently attained this
certification. 3The certification is designed to assess risks for businesses and divert
assets to protect the riskiest i i Once the i its of the ication are
complete, companies are entitled to market their firm as ISO 27001 Certified.

Because the certificates above push security provisions based on risk assessment, the
reasonable measures standard can likely be met by firms who attain these certifications.

Large firms can also lobby the American Bar Association House of Delegates to pass more
strict and uniform standards for attorneys. The ABA House of Delegates did attempt to make
more concrete cybersecurity requirements on August 12, 2014. 31However, the passed
resolution is unabashedly vague. The original legislation required all law firms, big and small, to
come up with cybersecurity standards that complied with national and international
requirements. 352The legislation was largely rejected by small firms. 353However,
such a requirement could do wonders for the legal industry.  [*106] For small and medium
firms, understanding how "reasonable measures" would apply to the data they store can be
difficult. Large firms should take the lead on establishing requirements that are much clearer for
firms of all sizes. Although more defined requirements for law firms may push some firms to
spend more resources on security, it is a necessary evil. One firm that has ineffective security
might create a bad reputation for the legal profession as a whole. For example, if a client
presents very sensitive information to their attorneys, and that information is leaked due to weak
cybersecurity, that client may reconsider disclosing sensitive information to any firm in the
future. It is important that clients feel protected at any law firm to some extent. Therefore, the
culture of attorney client privilege is a motivator for large firms to lobby these changes.

Level-Up From Prevention to Resilience

Because data storage in general has shifted from being on premise to being in the cloud,
Inetwork perimeters are no longer easily contained in your firm's local network or local internet

In short, IT dep no longer have physical control over the network to prevent
bad things from happening. In simpler times, a firewall used to be the digital gateway managed
land monitored by the IT department, but now firewalls include each of the valued team
[members who operate in your firm. It's time to improve elasticity in your cybersecurity practices--

e call this  cybersecurity resilience. Here are key components to start implementing or
improving upon at your firm.

IT Governance

IT governance directs the IT function and strategy, and assists with ensuring executive
leadership is tuned into operations and verifying alignment with overall strategic, business and
risk-management objectives.

Ultimately, executive leadership will be held responsible for data breaches and ransomware
attacks, which is why it is imperative that there is a strong IT governance presence within your
irm.




IT Policies & Procedures

Develop formal IT-approved security policies and procedures to provide guidance for essential
processes. IT security policies should provide the basis for an information security program,
establish the direction for processes and controls, and manage user responsibilities in their
acceptable use of firm technology. Once the firm's IT policies and procedures have been

by to review them annually to ensure
adopted and to firm staff.

and

Technology Strategy

As technology risks grow, preventive systems need to advance. Firewalls, intrusion detection
and intrusion preventions systems, GEO IP filtering, endpoint protection, advance threat
protection, secure remote access, mobile device and Iti-f;
are all security implementations law firms should consider to optimize security protocols and
create best practices.

- Patch and update systems regularly to close the gap on software vulnerabilities.

- Research and improve data backup technology and cloud backup alternatives. Practices
like these have played an integral role with data recovery after an incident.

- Conduct regular internal and external IT audits, as well as technology risk assessments,
to help your firm recognize and close technology gaps and assist in prioritizing risk.

Security Education & Awareness

One of the single most important steps firms should be taking to mitigate cyber risk is to

educate employees. For years, IT prevention systems have been in place to thwart off bad

actors. However, a recent article from Hacker News 2cites I1BM that 95 percent of all

breaches were related to human error. Cybercriminals these days are seeking to create

opportunity in hacking people, not necessarily just systems. In your firm, the absence of a

robust and training program leaves the door
ide open for cybercriminals.

acC Program
- Ensure firm leadership understands the risks of an uneducated workforce.
- Create a program that incorporates onboarding, proactive and reactive training for all
and P y workers.

- Establish reporting percentages to help management measure training performance
throughout the year; set a risk indicator percentage goal to keep your firm on track.

- Require training throughout the year, keeping employees engaged and up to date with
new threat schemes.

- Include interactive training modules with follow-up questions to keep employees engaged.

- Phish all team members on a regular basis to provide teachable moments; implement
remedial training for employees who underperform.

- Establish an approved policy and plan early on how your firm will handle noncompliance
with meaningful sanctions; ensure zero tolerance for those who fail to comply with remedial
programs.

Incident Response
Time is of the essence when responding to a cyber incident. It's essential that your firm have a
documented incident-response plan that details best practices so your IT and  [*24] incident-
P teams can ively and efficiently respond to a variety of identified cyber incidents.
Your incident-response plan should:
- Establish the owner of the plan and define ownership duties
- Have a cybersecurity incident response plan (CSIRP) team that will define a clear
mission, roles and responsibilities
- Include training and testing requirements for the CSIRP team to ensure plan familiarity
and contribution to the response and recovery process
- Identify multiple types of incidents and classify the severity of each
- Implement tools for incident detection and analysis to determine plan initiation scenarios
- Define a communication process to manage end user expectations in an incident
- Include steps for containment, eradication and recovery to ensure you are able to stop the
attack, remove it from the environment, and get team members back in action
- Ensure there is an investigative process that will include evidence-handling procedures
- Ensure expectation for a post-incident event or report to document event

Implementing a cyber security awareness program

Monitoring & Assessment

The average time from a data breach to detection is roughly six months, and almost all
breaches are detected by someone else--often the FBI. Assessing existing monitoring systems
and conducting routine penetration testing and network vulnerability scans will help identify
network gaps and mitigate cyber risks. Proactive monitoring of the network with real-time
alerting will assist your IT team in detecting rogue network activity. Implementing Security
Information and Event Management (SIEM) provides realtime visibility and analysis across
information security systems.

Data Classification & Retention

Know where your clients' sensitive and critical data is located on the network. Create a data
classification and retention policy to identify the different types of data your firm maintains and
how long each type of data should be retained. Conduct an inventory of all data and establish
classification levels such as confidential, sensitive, public, etc. Once this data has been
mapped out, ensure employees have been provided the it 1s to
mitigate the risk of an unintentional or intentional data breach.

Business Continuity & Recovery

When the COVID-19 pandemic first hit, many busmesses didn't have a business con\lnully plan
to pivot from office to a work-fi which affected
operations. This case can also be made if an a attack.
Should a data disaster be declared, best practices for business continuity and recovery must
have been previously established to assist law firms in identifying effective and efficient recovery
processes. Having a documented and tested disaster-recovery plan, with detailed recovery-point
objectives (RPOs) and recovery-time objectives (RTOs), is vital for ransomware recovery or any
other cyber risk that affects systems and data.

Insurance Coverage

Obtain cyber-liability insurance coverage to help protect your firm should there be a
cybersecurity incident. Ensure you're working with a well-versed broker or consider having an
independent third party review the policy to ensure necessary coverage. Look for complimentary
pre-breach services or postbreach services such as a "data breach coach" should you need
guidance through the process. As many policies are unique, understand what your firm policy
covers and carefully review the policy exclusions and limitations.

Key to look for in a policy are business interruption, computer fraud,
social engineering, privacy and security liability, and ransomware. With the increase in
cybercrime, insurance companies are taking into account best practices that their clients (or
potential clients) have implemented. Not having best practices (such as a formal security
awareness training program, an incident-response plan and multi-factor authentication) could
make your firm an undesirable risk when seeking to obtain insurance coverage.




Third-Party or Managed Service Providers

We are i of incidents to organizations through a
third party (Target, Home Depot) due to the absence of IT vendor management. Unfortunately,
this happens all too often to small and medium businesses who trust their third-party vendors (or
managed service providers) to have robust security processes and controls in place. Law firms
should be managing and vetting their vendors to mitigate cyber risk by requesting to review
service provider SOC2 audit reports, confirmation of cyber-liability insurance, and by reviewing
service contracts.

It's also imperative that your firm actively monitor any vendor access to the network, and that
you ensure strong security controls are implemented over appropriate vendor access to prevent
them (unintentional or intentional) opportunity into your firm's sensitive data.

Creating a culture for cybersecurity awareness is essential for law firms to prevent
cybercriminal access to highly sensitive client data, such as Social Security numbers, medical
information, health insurance ir and even data. L must take an
active role in cybersecurity and understand that responsibility no longer belongs solely to the IT
department. Incorporating pi and resilient in your firm's
will help create a strong and vibrant cybersecurity posture and help your firm stay on top of ever-
evolving cyber risks.
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SHARED RESPONSIBILITY

Not only do businesses rely on technology to perform daily functions,
but the Internet provides easy ways for businesses to stay connected
and informed

However, with these increased conveniences comes increased risks.

Many of the crimes that occur in real life are now facilitated through
the Internet, including human trafficking, credit card fraud, identity
theft, and embezzlement

No country, industry, community, or individual is immune to cyber risks
and no single government agency, company, or individual can solve
our cybersecurity challenges

We all have to work together to secure cyberspace.

THE REALITY OF CYBER ATTACKS

All businesses, regardless of size, are at risk. Small businesses may
feel like they are not targets for cyber attacks either due to their size or
the perception that they don't have anything worth stealing.

Only a small percentage of cyber attacks are considered targeted
attacks, meaning the attacker group is going after a particular
company or group of companies in order to steal specific data.

The majority of cyber criminals are indiscriminate; they target
vulnerable computer systems regardless of whether the systems are
part of a Fortune 500 company, a small business, or belong to a home
user,

ABOUT STOP.THINK.CONNECT.™

In 2009, President Obama issued the Cyberspace Policy Review, which
tasked the Department of Homeland Security with creating an ongoing
cybersecurity awareness campaign — Stop. Think.Connect. - to help
Americans understand the risks that come with being online.

Stop.Think.Connect. challenges the American public to be more vigilant
about practicing safe online habits and persuades Americans to view
Internet safety as a in the home, in the workplace,
and in our communities.

DID YOU KNOW?

Nearly 59 percent of U.S. small and medium-sized businesses do not
have a contingency plan that outlines pi for to
and reporting data breach losses.?

SMALL BUSINESS BREACHES

Small businesses store significant amounts of sensitive data from
customer information to intellectual property.

While large businesses can dedicate resources to cybersecurity, small
businesses face the same cybersecurity challenges and threats with
limited resources, capacity, and personnel.

In 2010, the U.S. Secret Service and Verizon Communications Inc.'s
forensic analysis unit, which investigates attacks, responded to a
combined 761 data breaches, up from 141 in 2009. Of those, 63
percent were at companies with 100 employees or fewer

Visa estimates about 95 percent of the credit-card data breaches it
discovers are on its smallest business customers.




CYBER TIPS FOR YOUR
BUSINESS

hite://www.fema.goviplanning-templates.
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CALLTOACTION

Cybersecurity is a that all Americans must embrace to

keep the Nation s . n mmunity to help us
educate and e the P lake steps to protect

themselves online.

Become a Friend of the Campaign by visiting
www.dhs.govistopthinkconnect
Make cybersecurity a priority. Discuss safe online practices with your
fellow employees
Inform your community about the Stop.Think.Connect.™ Campaign and
the resources available
-9 +  Blog or post about the issue of cybersecurity and the Stop.Think.Connect.
Ed Campaign
-
Host a cybersecurity activity in your office.
£ Download and distribu top.Think.Connect. materials,
[ % brochure, bookmark, and poster, to your employees
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DO YOUR PART

As a business owner, you can earn customer loyalty by promoting the
security practices that you have implemented to protect their data
The losses resulting from cyber crime ich can s

business’s reputation, often outweigh the costs asso

implementation of a simple security

implementing a security program that inve
controls and cultural adjustments, small businesses can take a big
step in fighting cyber crime.
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Cyberplanner

Create your custom planning guide now
re great enablers of small business success, but with the
nall 8z Cyver Planner

curity plans. Use this tool t and save a custom cyber securly

cCalson

Step 1: Provide cover sheet information for your planning guide*

Company city State
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Some helpful links

Cyber security for small business
https://www.fcc.gov/communications-business-opportunities/cybersecurity-small-businesses
Cyberplanner

https://www.fce.gov/sites/default/files/cyberplanner.pdf

CISA Cybersecurity Awareness Program Small Business
RENIV

https://www.cisa.gov/resources-tools/resources/cisa-cybersecurity-awareness-program-
small-business-resources
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